
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Introduction of Web Application

Penetration Testing Strategy 

Type of Pen-testing

Importance of Pen testing

Team for Pen-testing

Tool Standards for Pen-testing

OWASP Top 10 Vulnerability

Configuration of Website and Database

Penetration Testing Process

Information Gathering

The tools Used to Pen testing

Setting Up Burp Suite

Target Scope and Spearing



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Authentication Testing

Authentication Bypass Attacks

Session Management Testing

Input Validation Testing

Cross Site Scripting (Reflected, Stored & DOM)

CSRF (Cross Site Request Forgery)

SQL Injection

Code Injection

LDAP Injection

ORM Injection

SSI Injection

Xpath Injection

IMAP/SMTP Injection

OS Command Injection



 

 

 

 

XML Injection

HTTP Spitting and Smuggling

Malicious File Upload

Parameter Tampering

Web Services Testing

Business Logic Vulnerabilities

Database Testing & Attack

Penetration Testing Content Management Systems

Webserver Attack & Testing etc. 


