
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Basic Networking Skills

Routing, Forwarding, TCP/IP

Analyze traffic with Wireshark

Passive Information Gathering

Active Information Gathering

Basic usage of nmap and Nessus

Port & Services Scanning

Vulnerability Scanning

Finding the Right Exploits

Network 0-Day Vulnerabilities

Hacking the Vulnerable Services

Playing with Payloads

Working with Exploits



 

 

 

 

 

 

 

Privilege Escalation

Post Exploitation

Brute force Attacks

Client Side Attacks

Web Application Attacks

Password Attacks

Port Redirection and Tunneling

The Metasploit Framework

Bypassing Antivirus Software


