
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Introduction of Computer Forensic

Role of Computer Forensic in Cyber World

Forensic Analysis & Chain of Custody Form

Big Cyber Forensic Cases in India and Cyber World

Step of Forensics Investigations

Search and Seizure Process

Big Challenges in Forensic Investigations

Common Steps involved in Digital Forensic:

1. Evidence Collection

2. Acquisition

3. Analyzing & Recovery

4. Reporting

Servers Search and Seizure Process

Hashing and Its Importance in Forensic

Modified Data Forensics

File System Forensics

Meta data Extraction and Use of Meta Data



 

 

 

 

 

 

Email and Social Media Forensic 

System Forensics

Window Forensics

Linux and Mac Machine Forensics

RAM Data Forensics

Web Browsers Forensics

Cache Forensic & Recovery

Data Wiping Recovery Methods

System Logs Forensic

Torrent and Downloading Software Forensics

Application Data Forensics (Skype, Yahoo Messenger talk etc.)

USB and Removable Media Forensic

Database Types and Forensics Methods

Data Recovery Using Open Source Tools

Case Studies


