
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Information Gathering 

Tools for Bug Bounty Hunting

Past Bug Bounty POC Reported by Our Team

Playing with Burp suite

SQL Injection - (Advance SQL Injection)

Cross site scripting - (Reflected / Persistent / DOM)

Insecure CORS Configuration

Command Injection /Execution

Server Side Request Forgery

File Inclusion (LFI /RFI)

Directory Traversal

Source Code Disclosure

Script Source Code Disclosure



 

 

 

 

 

HTTP Parameter Pollution attack

Hostile subdomain takeover

CRLF injection

IMAP/SMTP Injection

Host Header Injection

Parameter Tampering

URL Redirection /Open Redirection

Cross Site Request Forgery Attack

Server Side Request Forgery

File Uploading

WAF Bypassing

Html Injection

Client Side Template Injection

LDAP Injection

XML External Entity Injection etc.


